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Activity requirements

Activity

Requirements

Notes

Activity 5-1: Resetting Your Virtual Environment

ServerDC1, ServerDM1

Activity 5-2 Working with GPO Inheritance Blocking and Enforcement

ServerDC1, ServerDM1

Activity 5-3: Using GPO Security Filtering

ServerDC1, ServerDM1

Activity 5-4: Using GPO Security Filtering for a Computer Account

ServerDC1, ServerDM1

Activity 5-5: Configuring Loopback Policy Processing

ServerDC1, ServerDM1

Activity 5-6: Using Remote Group Policy Updates

ServerDC1, ServerDM1

Activity 5-7: Using Group Policy Results and Group Policy Modeling

ServerDC1, ServerDM1

Activity 5-8: Backing Up and Restoring a GPO

ServerDC1

Activity 5-1: Resetting Your Virtual Environment

Time Required: 5 minutes

Objective: Reset your virtual environment by applying the InitialConfig checkpoint or snapshot.

Required Tools and Equipment: ServerDC1, ServerDM1

Description: Apply the InitialConfig checkpoint or snapshot to ServerDC1 and ServerDM1.
1. Be sure the servers are shut down. In your virtualization program, apply the InitialConfig checkpoint or

snapshot to ServerDC1 and ServerDM1.

2. When the snapshot or checkpoint has finished being applied, continue to the next activity.

ServerDC1: Snapshots

VMware Fusion will now restore the
'InitialConfig' snapshot.

This will discard all changes made to the virtual machine

since the 'InitialConfig' snapshot. Do you want to save your

changes by taking a new snapshot before restoring?

Don't Save Cancel Save




ServerDM1: Snapshots

VMware Fusion will now restore the
‘InitialConfig' snapshot.

This will discard all changes made to the virtual machine
since the 'InitialConfig' snapshot. Do you want to save your
changes by taking a new snapshot before restoring?

Don't Save Cancel Save

Activity 5-2: Working with GPO Inheritance Blocking
and Enforcement

Time Required: 20 minutes

Objective: Use the Block Inheritance option on an OU and the Enforcement option on a GPO.

Required Tools and Equipment: ServerDC1, ServerDM1

Description: In this activity, you configure a policy to prohibit access to Control Panel. Then you block inheritance
to see that the policy doesn't affect objects below where inheritance blocking is enabled. Then, you configure the
enforcement option on the GPO to see that GPO enforcement option overrides the block inheritance option.

P
A

Sign in to ServerDC1 as Administrator, and open the Group Policy Management console.

Create a GPO named GPO1 in the Group Policy Objects folder. Open GPO1 in the Group Policy Management
Editor (GPME).

Navigate to User Configuration\Policies\Administrative Templates\Control Panel. In the right pane,
double-click the Prohibit access to Control Panel and PC settings policy. Click Enabled to enable the policy.
Read the Help information so that you know what the policy does. Click OK. Close GPME.

Link GPO1 to the domain by right-clicking MCSA2016.local and clicking Link an Existing GPO. Click GPO1
and click OK.

Open Active Directory Users and Computers. Right-click MCSA2016.local, point to New, and click
Organizational Unit. Type TestOU1 and click OK.

Click the Users folder and then drag and drop domuser1 to TestOU1. Click Yes to confirm. Close Active
Directory Users and Computers.



7. On ServerDM1, sign in as domuser1. Right-click Start and click Control Panel. You should see a message
that the operation has been canceled due to restrictions (see Figure 5-9). Click OK. As you can see, domuser1
is restricted from using Control Panel. Sign out of ServerDM1.

QRestﬁctions b 4

Q This operation has been cancelled due to restrictions in effect on this computer. Please
contact your system administrator.

[ox ]

Figure 5-9 The message indicating the Control Panel is restricted

8. On ServerDC1, in Group Policy Management, right-click TestOU1 and click Block Inheritance. You see a
blue circle with a white exclamation point indicating that inheritance is blocked. Now users in TestOU1 aren’t
affected by GPOs linked to the domain.

9. On ServerDM1, sign in again as domuser1. Right-click Start and click Control Panel. Control Panel opens

normally because the policy setting in GPO1 is being blocked. Sign out of ServerDM1.

10. On ServerDC1 in Group Policy Management, right-click GPO1 under the domain node and click Enforced.

11. Sign in to ServerDM1 as domuser1. Right-click Start and click Control Panel. You should see the message
that the operation has been canceled due to restrictions. Click OK. As you can see, domuser1 is once again
restricted from using the Control Panel because enforcement overrides block inheritance. Sign out of
ServerDM1.

12. On ServerDC1, right-click GPO1 under the domain node and click to uncheck Enforced. Right-click TestOU1
and click to uncheck Block Inheritance.

13. Continue to the next activity.

|=/ GPO1 [SERVERDC1.MCSA2016.LOCAL] Policy, Setting State
v o Cﬁomputer Configuration I8 Add or Remove Programs
> [ Policies 1 Displa
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v % User Configuration A
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5 ] Control Panel || Always open All Control Panel ltems when opening Control ... Not configured
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MCSA2016.local

Status Linked Group Policy Objects  Group Policy Inheritance  Delegation

Link Order GPO

Enforced Link Enabled

1 E?,f Default Domain Policy No Yes
2 =z GPO1 No Yes

| Active Directory Users and Computers

File Action View Help
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] Active Directory Users and Com
> || Saved Queries
v #3 MCSA2016.local

> [ ] Builtin
| Computers
2| Domain Controllers
| ForeignSecurityPrincipal:
| Managed Service Accout
| Users
o | TestOU1

b
>
>
b
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Name Type
E) domuser] User

Ei ServerDM1

GPO Status

Enabled
Enabled

0 Restrictions

@ This operation has been cancelled due to restrictions in effect on this computer. Please
contact your system administrator.



| Group Policy Management
v A\ Forest: MCSA2016.local
v [Z} Domains
v 3 MCSA2016.local
=/ Default Domain Policy
5] GPOT

5> 2] Domain Controllers
© TestoU1
> [5 Group P

TestOU1
Linked Group Policy Objects  Group Polic

Link Order GPO

Create a GPO in this domain, and Link it here...

» [ WMIFilt Linkan Existing GPO..
> & Starter(':. Block Inheritance

> [[@ Sites
5% Group Policy M

Group Policy Update...

[ Group Policy Re Group Policy Modeling Wizard...

New Organizational Unit

8 &8 ¢ o™ < B ServerDM1 (&)

Control Panel

> > Control Panel »

Adjust your computer's settings

System and Security
Review your computer's status
& View event logs
( . Network and Internet
View network status and tasks
, / Hardware

View devices and printers
Add a device

Adjust commonly used mobility settings

v & |Searct

View |

User Accounts
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Change the theme
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Change input methods

Set the time and date
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= W Save Report...
> L5 Start
> [ Sites New Window from Here
5% Group Polic
4 Group Polic 1aziE
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Refresh

Help



Ei ServerDM1

€ Restrictions X

@ This operation has been cancelled due to restrictions in effect on this computer. Please
contact your system administrator.

Activity 5-3: Using GPO Security Filtering



Time Required: 15 minutes
Objective: Change the default security filtering on a GPO and examine the results.
Required Tools and Equipment: ServerDC1, ServerDM1
Description: In this activity, you use GPO filtering to change the default inheritance behavior of GPO processing.
1. On ServerDC1, in the Group Policy Management console, click to expand the Group Policy Objects folder,
and then click GPO1. In the right pane, click the Scope tab, if necessary.
2. In the Security Filtering dialog box in the right pane, click the Add button. Type domuser2, click
Check Names, and then click OK.
3. Click the Delegation tab. Click Advanced. In the top pane of the GPO1 Security Settings dialog box,
click Authenticated Users. In the bottom pane, scroll down and click to clear Apply group policy
(see Figure 5-10). Click OK.

GPO1 Security Settings X

Securty

Group or user names

8L SvsTEM
& domuser2 (domuser2@MCSA2016 Jocal)

$2 Domain Admins (MCSA2016\Domain Admins) v
< >

Add...

Permissions for Authenticated
Users

Wree
Create al chid objects
Delete all chid objects
Apply group policy
Special permissions v

For special permissions or advanced settings. | 4 2

oooolg

[ox ][ cmcs | ey

Figure 5-10 Setting GPO security



4. Click the Scope tab again. Now domuser2 is the only security principal with Read and Apply Group Policy
permissions for GPO1.

Note @

Authenticated Users must have the Read permission in order for other users to access a GPO. This is
unexpected but a known issue.

5. GPO1 is still linked to the domain object, so there's no need to link it to a container. On ServerDM1, sign in as
domuser1. Right-click Start and click Control Panel. Control Panel opens normally because only domuser2
has permission to read the GPO1 Group Policy object that restricts access to Control Panel.

6. Sign off ServerDM1 and sign in as domuser2. Right-click Start and click Control Panel. You should see the
message that the operation has been canceled due to restrictions because domuser2 has permission to read
the GPO that restricts access to Control Panel. Sign out of ServerDM1.

7. On ServerDC1, click to select GPO1, if necessary, and click the Scope tab, if necessary. Click Add, type
Authenticated Users, and click Check Names. Click OK. Click domuser2,click Remove, and click OK.

8. Right-click GPO1 under the domain node and click Delete to unlink it.

9. Continue to the next activity.

GPO1
Scope Details Settings Delegation Status
Links
Display links in this location: l MCSA2016 Jocal

The following sites, domains, and OUs are linked to this GPO:

~

Location Enforced Link Enabled Path

&3 MCSA2016Jocal No Yes MCSA2016local
Security Filtering
The settings in this GPO can only apply to the following groups, users, and computers:

Name -

82 Authenticated Users

& domuser2 (domuser2@MCSA2016 local)




GPO1 Security Settings

Security

GFOUD or user names:

& CREATOR OWNER A
8% Authenticated Users

S8 SYSTEM

a domuser2 (domuser2@MCSA2016 local)

2 Domain Admins (MCSA2016\Domain Admins) N
< >

Add... Remove

Pemissions for Authenticated
Users Allow

[

eny

Write D
Create all child objects ]
Delete all child objects [l

Apply group policy [ i

.........

Special pemissions v

OOoool

qu special pemissions or advanced settings, Advanced
click Advanced.

GPO1

Scope Details Settings Delegation Status
Links

Display links in this location: MCSA2016local

The following sites, domains, and OUs are linked to this GPO:

~

Location Enforced Link Enabled Path
&3 MCSA2016 Jocal No Yes MCSA2016local

Security Filtering
The settings in this GPO can only apply to the following groups, users, and computers:

~

Name
3_, domuser2 (domuser2@MCSA2016 local)

C:\Users\domuserl>gpupdate
Updating policy...

Computer Policy update has completed successfully.
User Policy update has completed successfully.




Ei ServerDM1

] Control Panel

M > Control Panel »

Adjust your computer’s settings

System and Security
Review your computer's status
9 View event logs
( X Network and Internet
View network status and tasks
/ Hardware
<

ﬁ * View devices and printers
Add a device
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domuser2

Sign in to: MCSA2016

How do | sign in to another domain?

0 Restrictions

@

Ei ServerDM1

User /
@ Char

Appe:
Change

Clock,
Addal:
Change
Set thet

This operation has been cancelled due to restrictions in effect on this computer. Please

contact your system administrator.




