Hands On Exercise
Chapter 4

Configuring Group Policies

(Part 2)

El Adel, Taoufik
IT 416 - SPRING 2021 - OLD DOMINION UNIVERSITY




Activity requirements

Activity

Requirements

Notes

Activity 4-1: Resetting Your Virtual Environment

ServerDC1, ServerDM1,
ServerDM2, ServerSA1

Activity 4-2: Working with Local GPOs

ServerDC1, ServerDM1

Activity 4-3: Browsing GPTs and GPCs

ServerDC1

Activity 4-4: Creating, Linking, and Unlinking GPOs

ServerDC1

Activity 4-5: Configuring and Testing a GPO

ServerDC1, ServerDM1

Activity 4-6: Creating and Using Starter GPOs

ServerDC1

Activity 4-7: Deploying a Shutdown Script to a Computer

ServerDC1, ServerDM1

Activity 4-8: Configuring a Folder Redirection Policy

ServerDC1, ServerDM1

Activity 4-9: Reviewing User Rights Assignment and Security
Options Settings

ServerDC1

Activity 4-10: Working with Computer Administrative Template
Settings

ServerDC1, ServerDM1

Activity 4-11: Working with User Administrative Template Settings

ServerDC1, ServerDM1

Activity 4-12: Viewing Policy Settings with Filter Options

ServerDC1

Activity 4-13: Configuring and Testing Preferences

ServerDC1, ServerDM1

Activity 4-14: Configuring Item-Level Targeting

ServerDC1, ServerDM1

Activity 4-7: Deploying a Shutdown Script to a Computer

a .temp extension, and deploy this script using group policies.

4-7-1: On ServerDCI1, start Notepad and type del / FIS c:\*.temp. The /F option
forces the deletion of read-only files, and the /s option deletes the file in the

current directory and all subdirectories.

M_7| deltemp - Notepad
File Edit Format View Help
hel /F /S c:\*.temp




4-7-2: Click File, Save As from the menu. Choose the desktop as the location for
saving your file. In the Save as type list box, click All Files (*.*). Type
deltemp.bat in the File name text box and click Save. Exit Notepad.

m e

Recycle Bin

4-7-3: Right-click deltemp.bat on your desktop and click Copy. (You paste the
script into the SYSVOL share in a later step.)

deltemp

Open
Edit
Print
® Run as administrator
3 Scan with Windows Defender...

Share with

Restore previous versions

Send to

Cut

Copy
Paste

Create shortcut

4-7-4: Open the Group Policy Management console. Click the Group Policy
Objects folder and create a GPO named Scripts.



& Group Policy Management

v A\ Forest: MCSA2016.local
v [Z} Domains

v 3 MCSA2016.local

i/ Default Domain Policy

2 | Domain Contrg
2| TestOU1

v =} Group Policy O
'=[ Default Don
'=[ Default Don
=/ GPO1

'=[ PrintConfig
=] TestGPO

7 WMI Filters

] Starter GPOs

PrintConfigGPO

Scope Details Settings Delegation Status

Links

Display links in this location: MCSA2016 Jocal
New GPO X

Name:

| Scripts

Source Starter GPO:
{none)

Cancel

4-7-5: Right-click the Seripts GPO and click Edit. In the Group Policy
Management Editor, click to expand Computer Configuration, Policies, and
Windows Settings, and then click Scripts (Startup/Shutdown). Right-click
Shutdown in the right pane and click Properties. In the Shutdown Properties
dialog box, click Show Files.
In the File Explorer window that opens, right-click the right pane and click Paste.
Note the path where the script is stored-a folder in the SYSVOL share on your

DC. Close the File Explorer window.

Scripts  PowerShell Scripts

il

Shutdown Scripts for Scripts

<

v

Parameters

T

s+ Quick access
I Desktop
4 Downloads

£ Documents

To view the script files stored in this Group Pq

the button below.

Show Files...

&=/ Pictures
[ This PC

¥ Network

Application Tools

Share View Manage

« Machine > Scripts > Shutdown

~

Name

deltemp

% % 4 N

Shutdown

4-7-6: In the Shutdown Properties dialog box, click Add. In the Add a Script
dialog box, click Browse. Click deltemp, and then click Open. Click OK twice.



Shutdown Properties ? X

Scripts  PowerShell Scripts

j%;‘ Shutdown Scripts for Scripts
Name Parameters
%
Down
Edit...
' Remove

To view the script files stored in this Group Policy Object, press

the button below.

Show Files..

OK Cancel Apply

4-7-7: Close the Group Policy Management Editor. Link Scripts to the TestOU1
OU, which is where you moved the ServerDM1 account to earlier.

= | 25| & B[ sgecaro
Group Policy Managem
ﬂ Forest: MCSA2016.1d Lookin this domain:
v (55 Domains MCSA2016.local
v 3 MCSA2016.19
E?.,r Default D| Group Policy objects:
, 2| Domain ( =
. 2] TestOU1 Name
v __:J Group Po| Default Domain Controllers Policy
=] Defau Default Domain Policy
= Defau GPO1
=! GPO1 PrintConfigGPO
=[ PrintC
EJ Script TestGPO

4-7-8: Sign in to ServerDM1 as domadmin1. You're going to create a few files on
your desktop that have the .temp extension. Open a command prompt window,
then type cd desktop, and press Enter. Type copy nul > filel.temp and press
Enter to create an empty file. Repeat the command two more times, changing



filel to file2 and then file3. You see the files on your desktop (you may have to
minimize Server Manager and the command prompt to see the files).

P ¢ > B 8 8 8 8 ¢ W E &=L Ei ServerDM1

\Windows\System32\cmd.exe
Recycle Bin
C:\Windows\system32>hostname && echo %username’% %userdomaini
ServerDM1
domadminl MCSA2016

C:\Windows\system32>cd C:\Users\domadminl\desktop && copy nul > filel.temp && copy nul > file2.temp && copy nul >
file3.temp
filel.temp

file2.temp

file3.temp

C:\Users\domadminl\Desktop>_,

Type gpupdate and press Enter. After gpupdate is finished, restart
ServerDMI. (If you don't run gpupdate, you have to restart the computer to load
the policy and then shut it down again to make the shutdown script run.) The
shutdown process will probably take a little longer than usual because the script
has to run.

C:\Users\domadminl\Desktop>gpupdate
Updating policy...

Computer

Shutting down service: Group Policy Client.

Sign in to ServerDM1 as domadmin1 again and verify that the .temp files
have been deleted. Sign out of ServerDM 1.



Other user

|_domadmin1

Ei ServerDM1

4-7-11: On ServerDCI1, unlink the Scripts GPO from the TestOU1 OU. Continue
to the next activity.

= Group Policy Management TestOU1
v A\ Forest: MCSA2016.local
v [£; Domains -
v 3 MCSA2016.local Link Order GPO
=/ Default Domain Policy
2 | Domain Controllers
5 TestOU1 Group Policy Management X
v [ 5} Group Policy Objects
=/ Default Domain Cont]

. . Do you want to delete this link?
>
&5/ Default Domain Polic 0 This will not delete the GPO itself.

Linked Group Policy Objects  Group Policy Inheri

1 @i/ Scripts

=/ GPO1

=/ PrintConfigGPO

= Scripts

5] TestGPO S

Activity 4-8: Configuring a Folder Redirection Policy



Documents folder and apply it to ServerDM1.

4-8-1: On ServerDC1, open File Explorer and create a folder named Redirected
in the C volume. Share the folder, giving the Everyone group Read/Write
sharing permission, and leave the remaining permissions at their default settings.
Close File Explorer.

This PC » Local Disk (C:) » Share Pemissions
~ Group or user names:
i i Detem
PerfLogs 2/20/20
( .
Program Files 2/19/20
. 4 . e
Program Files (x86) 7/16/20
of Users 2/19/20 Add. v——
* i 3/
. Windows - Pemissions for Everyone Allow Deny
| | bootsgm.dat 3/23/2 Full Control O O
Redirected 3/23/20 Change O
Read O

4-8-2: Open the Group Policy Management console and create a GPO named
FolderRedir in the Group Policy Objects folder. Open FolderRedir in the Group
Policy Management Editor. Expand User Configuration, Policies, Windows
Settings, and Folder Redirection. Right-click the Documents folder and click
Properties.

= Group Polic Management Edito

—

File Action View Help
o= | 5FE = H Documents Properties ? X

=/ FolderRedir [SERVERDC1.MCSA]
i Computer Configuration

Target  Settings

4%, User Configuration —
ve J l You can specify the location of the Documents folder.

v [ Policies
| Software Settings A
v [] Windows Settings | Setting:  |[Egeen R -

B Seri pt.s (Log?n/L: This Group Policy Object will have no effect on the location of this folder.
i% Security Settings Any existing redirection will continue to apply even when this Group Policy
=y Folder Redirectio|  object is removed. To ensure that the folder is redirected back to the default
iu Policy-based Qo location, select the "Redirect to the local userprofile location™ option.

= Deployed Printer:

4-8-3: In the Documents Properties dialog box, click Basic - Redirect everyone's
folder to the same location in the Setting drop-down list. Click the Target folder




location list arrow to view the available options, and then, if necessary, click
Create a folder for each user under the root path in the list. In the Root Path
text box, type \\ServerDC1\Redirected.

Documents Properties ? X
Target  Settings

= l You can specify the location of the Documents folder.

Setting: lBasic - Redirect everyone’s folder to the same location LI

This folder will be redirected to the specified location.

Target folder location

lCreate a folder for each user under the root path ‘j

Root Path:
[\\ServerDC1\Redirected

Browse...

For user Clair, this folder will be redirected to:
\\ServerDC1\Redirected"\Clair\Documents

I OK I Cancel Apply

4-8-4: Click the Settings tab and review the available options. Click to clear the
Grant the user exclusive rights to Documents check box. Click Redirect the
folder back to the local userprofile location when policy is removed, click OK,
and in the warning message box, click Yes. Close the Group Policy Management
Editor.

Warning

If there are Group Policy settings related to Folder Redirection that do not apply to
Windows 2000, Windows 2000 Server, Windows XP or Windows Server 2003, you
will not be able to change any Folder Redirection settings in this Group Policy
Object (GPO) from those operating systems.

Do you want to continue?

Yes No

4-8-5: In the Group Policy Management console, link the FolderRedir GPO to
TestOU1.



TestOU1
Linked Group Policy Objects Group Policy Inher

Select GPO

Look in this domain:

MCSA2016.local
Group Policy objects:

Name

Default Domain Controllers Policy
Default Domain Policy

GPO1

PrintConfigGPO

Scripts

TestGPO

Open Active Directory Users and Computers and move the user
domadminl1 (located in the Users folder) to TestOU1 by dragging and dropping
the user account.

Active Directory Domain Services X
Moving objects in Active Directory Domain Services can prevent your existing
! system from working the way it was designed. For example, moving an

organizational unit (OU) can affect the way that group policies are applied to the
accounts within the OU.

Are you sure you want to move this object?
| Don't show this warning while this snap-in is open.

Yes | No I

On ServerDM1, sign in as domadminl and run gpupdate from a
command prompt. Then sign out of ServerDM1 and sign in again as domadminl1.
You might see a message indicating that folder redirection is occurring.

C:\Users\domadminl>echo %userdomain
MCSA20616

C:\Users\domadminl>gpupdate

S
Updating policy...

Computer Policy update has completed successfully.
User Policy update has completed successfully.




= 4-8-8: On ServerDC1, open File Explorer and navigate to C:\redirected. You see a
folder there named domadminl and in that folder is folder named Documents.

Ei ServerDC1

domadminl
Share View
> ThisPC » Local Disk (C:) » Redirected » domadminl » v O Search d
Name a Date modified Type
= | Documents 3/23/20211:15PM  File folder

ds

»  4-8-9: Unlink the FolderRedir GPO from Test0U1. Continue to the next activity.

TestOU1
Linked Group Policy Objects  Group Policy Inheritance  Delegation
LinkE)rder GPO Enforced
1 i) FolderRedir No
Group Policy Management X

Do you want to delete this link?
This will not delete the GPO itself.

OK Cancel

Activity 4-9: Reviewing User Rights Assignment and Security Options
Settings

explore the User Rights Assignment and Security Options policies.




= 4-9-1: On ServerDC1, open the Group Policy Management console, and then
open GPO1 in the Group Policy Management Editor.

Group Policy Management Editor

LEf
File Action View Help
& | FHE= HE

-/ GPOT [SERVERDCT.MCSA2016.L | - GPO1 [SERVERDC1.MCSA2016.LOCAL] Policy
v & Computer Configuration

Select an item to view its description.  Name

| Policies

| Preferences i Computer Configuration
v % User Configuration #® User Configuration

| Policies

| Preferences

= 4-9-2: Click to expand Computer Configuration, Policies, Windows Settings,
Security Settings, and Local Policies, and then click User Rights Assignment.
Browse the list of policies and double-click any that look interesting or that aren't
self-explanatory. Click the Explain tab and read the detailed description.
Suggested policies to view in detail include Add workstations to domain, Back up
files and directories, Bypass traverse checking, Allow log on locally, Deny log on
locally, Load and unload device drivers, Shut down the system, and Take
ownership of files or other objects.



) Access Credential Manager as a trusted caller N

i) Access this computer from the network N
g Act as part of the operating system Ni
2 Add workstations to domain Ni
5] Adjust memory quotas for a process Ni
2| Allow log on locally N
2 Allow log on through Remote Desktop Services Ni
5 Back up files and directories N
iz Bypass traverse checking Ni
2 Change the system time N
2z Change the time zone N
i) Create a pagefile N
g Create a token object Ni
:is| Create global objects Ni
5 Create permanent shared objects Ni
g Create symbolic links N
;) Debug programs N
:is| Deny access to this computer from the network Ni
:iz| Deny log on as a batch job Ni
2z Deny log on as a service Ni
2 Deny log on locally N
s/ Denv loa on throuah Remote Desktop Services N

4-9-3: Browse the Security Options node in a similar manner. Suggested policies
to view 1n detail include Accounts: Administrator account status, Accounts:
Rename administrator account, Accounts: Limit local account use of blank
passwords to console logon only, Audit: Force audit policy subcategory settings,
Devices: Prevent users from installing printer drivers, Interactive logon: Do not
display last user name, Interactive logon: Message text for users attempting to log
on, Interactive logon: Prompt user to change password before expiration, Network
access: Shares that can be accessed anonymously, Network security: Force logoff
when logon hours expire, Shutdown: Clear virtual memory pagefile, User Account
Control: Behavior of the elevation prompt for standard users, and User Account
Control: Run all administrators in Admin Approval Mode.



Policy Policy Setting

l2iy) Accounts: Administrator account status Not Defined
12y Accounts: Block Microsoft accounts Not Defined
1y Accounts: Guest account status Not Defined
lJgy) Accounts: Limit local account use of blank passwords to co... Not Defined
l2iy) Accounts: Rename administrator account Not Defined
12y Accounts: Rename guest account Not Defined
12y Audit: Audit the access of global system objects Not Defined
12g) Audit: Audit the use of Backup and Restore privilege Not Defined

l2g) Audit: Force audit policy subcategory settings (Windows Vis... Not Defined
12y Audit: Shut down system immediately if unable to log secur... Not Defined
l2y) DCOM: Machine Access Restrictions in Security Descriptor D... Not Defined
12z DCOM: Machine Launch Restrictions in Security Descriptor ... Not Defined

12y Devices: Allow undock without having to log on Not Defined
Ly Devices: Allowed to format and eject removable media Not Defined
12y Devices: Prevent users from installing printer drivers Not Defined

12z Devices: Restrict CD-ROM access to locally logged-on user... Not Defined
1y Devices: Restrict floppy access to locally logged-on user only  Not Defined
l25) Domain controller: Allow server operators to schedule tasks ~ Not Defined
L2y, Domain controller: Allow vulnerable Netlogon secure chann... Not Defined
12y Domain controller: LDAP server channel binding token requi... Not Defined
i2z) Domain controller: LDAP server signing requirements Not Defined
sl Domain controller: Refuse machine account password chan... Not Defined

» 4-9-4: When you have time, you should explore these nodes more thoroughly to
become more familiar with the settings. Close Group Policy Management Editor
and continue to the next activity.

Activity 4-10: Working with Computer Administrative Template
Settings

Computer Configuration and configure some settings to see the effect they have on
the computer operating environment.




= 4-10-1: On ServerDC1, open GPO01 in the Group Policy Management Editor.

=] Group Policy Management Editor
File Action View Help
ol Al (AENEY

=/ GPO1 [SERVERDC1.MCSA2016.L
v & Computer Configuration

| GPO1 [SERVERDC1.MCSA2016.LOCAL] Policy

Select an item to view its description. Name

. || Policies

. ] Preferences ™ Computer Configuration
v % User Configuration i User Configuration

. | Policies

. [ Preferences

»= 4-10-2: Under Computer Configuration, click to expand Policies and
Administrative Templates. Browse through the folders under Administrative
Templates to see the settings and subfolders under each one. Take your time to get
a good feel for the types of settings available in each main folder.

~ Personalization

Select an item to view its description.  Setting

\iz| Force a specific default lock screen and logon image
\iz| Prevent changing lock screen and logon image

|iz| Prevent changing start menu background

i) Do not display the lock screen

iiz| Prevent enabling lock screen camera

iiz| Prevent enabling lock screen slide show

\iz] Force a specific background and accent color

\iz| Force a specific Start background

= 4-10-3: Click the All Settings folder to see the full list of settings in
Administrative Templates. The settings are arranged in alphabetic order by
default. Click the State column to view the settings according to their state, which
1s Not configured, Enabled, or Disabled. Because GP01 has no configured
settings, the view doesn't change.



[ GPO1 [SERVERDC1.MCSA2016.LOCAL] Setting State
L C_f::mplft.er Configsation i) Access 2013 backup only Not configured
M l{{:)lmes . iz Access 2016 backup only Not configured
’ _l ‘S;ft\;vare 5Sett|.ngs |iz] Access data sources across domains Not configured
: j A;rr‘ni(:\‘i’:ra;t\:len?:mplates: P |iz] Access data sources across domains Not configured
» [ Control Panel |iz] Access data sources across domains Not configured
s 5] Network |iz] Access data sources across domains Not configured
1 Printers |iz] Access data sources across domains Not configured
7 Server i) Access data sources across domains Not configured
(7] Start Menu and Taskbar || 2] Access data sources across domains Not configured
> (] System |iz] Access data sources across domains Not configured
> [ Windows Components || i| Access data sources across domains Not configured
_. All Settings |iz] Access data sources across domains Not configured
> [ Preferences |iz] Action on server disconnect Not configured
% User Configuration |iz| Activate Internet printing Not configured
> _l Policies iz Activate Shutdown Event Tracker System State Data feature Not configured
> - 1 Preferences I B e el L e B e e s Tt Lt TR S AR Mot mmmfimiienad

4-10-4: In the left pane, click to expand the System folder, and then click Logon.
In the right pane, click the Setting column header to arrange the setting in
alphabetical order and then double-click Run these programs at user logon. This
policy can be used in place of a logon script if you want more programs to run
when any user logs on to certain computers.

& Run these programs at user logon m} X
E} Run these programs at user logon D i Next Setting
@ Not Configured ~ Comment:
(O Enabled
O Disabled
Supported on: [ At jeast Windows 2000
Options: Help:

This policy setting specifies additional programs or documents
that Windows starts automatically when a user logs on to the
system.

Items to run at logon SHov

If you enable this policy setting, you can specify which programs
can run at the time the user logs on to this computer that has
this policy applied.

To specify values for this policy setting, click Show. In the Show
Contents dialog box in the Value column, type the name of the
executable program (.exe) file or document file. To specify
another name, press ENTER, and type the name. Unless the file is
located in the %Systemroot% directory, you must specify the
fully qualified path to the file.

If you disable or do not configure this policy setting, the user will
have to start the appropriate programs after logon.

Note: This setting appears in the Computer Configuration and
User Configuration folders. If both settings are configured, the
system starts the programs specified in the Computer ]




In the Run these programs at user logon window, click Enabled, and then
click Show. In the first row of the Show Contents dialog box, type explorer.exe,
and in the second row, type notepad.exe (see Figure 4-27). Now all target
computers run File Explorer and Notepad when a user logs on. Click OK twice
and close the Group Policy Management Editor.

=
= Show Contents
PE |
Items to run at logon
9
Value
®
explorer.exe

9] o notepad exe

Link GPOL1 to the TestOU1 OU.

= Group Policy Management TestOU1
v 4\ Forest: MCSA2016.local

v |3 Domains

Linked Group Policy Objects ' Group Policy Inheritance  Delegation

v 3 MCSA2016.local LinkE)rder GPO Enforced Link Enabled GPO Status
»: Default Domain Policy 1 5 GPO1 No Yes Enabled
2 | Domain Controllers
v o/ TestOU1
=/ GPO1

v [z Group Policy Objects
[ Default Domain Controller;

[ Default Domain Policy

On ServerDM1, sign in as domadminl and run gpupdate. Then sign out
of ServerDM1, and sign in again as domadmin1. After a few moments, File
Explorer and Notepad open. Close File Explorer and Notepad.

C:\Users\domadminl>gpupdate
Updating policy...

Computer Policy update has completed successfully.

User Policy update has completed successfully.

C:\Users\domadminl>logoff




n 5| X €
Home Share View

A s > Quick access

Frs v Frequent folders (4)
[ Desktop * Desktop
‘ Downloads j Untitled - Notepad
g Documents File Edit Format View Help
&=/ Pictures |

[ This PC

&% Network

4 items

= 4-10-8: On ServerDC1, unlink GPO1 from TestOU1 and link it to the domain
node. Open GPO1 in the Group Policy Management Editor. Navigate to the Run
these programs at user logon policy and set it to Not Configured.

TestOU1
Linked Group Policy Objects Group Policy Inheritance  Delegatio
Link Brder GPO Enforcec
1 &7 GPo1 No
Group Policy Management X

Do you want to delete this link?
This will not delete the GPO itself.

= Group Policy Management MCSA2016.local
v _ﬂ Forest: MCSA2016.local

v (£} Domains -
v 3 MCSA2016.local Link Order GPO

=i/ Default Domain Policy 1
=] GPO1
2 | Domain Controllers
2| TestOU1
5} Group Policy Objects
= WMI Filters

Status  Linked Group Policy Objects  Group Policy Inheritance  Delegation

Enforced Link Enabled GPO Status
=i/ Default Domain Policy No Yes Enabled
2 wx GPO1 No Yes Enabled




& Run these programs at user logon

] Run these programs at user logon

(® Not Configured Comment:
O Enabled

(O Disabled
Supported on: [ at e

= 4-10-9: Navigate to Computer Configuration, Policies, Administrative
Templates, and Windows Components, and click Windows Logon Options. In
the right pane, double-click Display information about previous logons during
user logon. Read the Help information about this policy setting. Click Enabled,
and then click OK.

& Display information about previous logons during user logon O

s

E Display information about previous logons during user logon

Previous Setting Next Setting
O Not Configured ~ Comment:
(® Enabled
O Disabled
Supported on: [ At |east Windows Vista
dptions: Help:

This policy setting controls whether or not the system displays
information about previous logons and logon failures to the
user.

For local user accounts and domain user accounts in domains of
at least a Windows Server 2008 functional level, if you enable this
setting, a message appears after the user logs on that displays
the date and time of the last successful logon by that user, the
date and time of the last unsuccessful logon attempted with that
user name, and the number of unsuccessful logons since the last
successful logon by that user. This message must be
acknowledged by the user before the user is presented with the
Microsoft Windows desktop.

For domain user accounts in Windows Server 2003, Windows
2000 native, or Windows 2000 mixed functional level domains, if
you enable this setting, a warning message will appear that
Windows could not retrieve the information and the user will not
be able to log on. Therefore, you should not enable this policy
setting if the domain is not at the Windows Server 2008 domain
functional level.

= 4-10-10: On ServerDM1, run gpupdate, and then sign out and sign in again as
domadminl. You see a message stating that it's the first time you have signed in
to the account. That's because this is the first time you have signed in since the
policy was enabled. Click OK.



domadmin1 (domadmin1@MCSA2016.local)

This is the first time you've interactively signed in to this account.

4-10-11: Sign out of ServerDM1, and then try to sign in again, but with an
incorrect password. Then sign in with the correct password. A window opens
showing the last successful sign-in and an unsuccessful sign-in attempt (see
Figure 4-28). This information is intended to let users know whether somebody
has been trying to use their accounts to log on. Click OK.

domadmin1 (domadmin1@MCSA2016.local)

Successful sign-in

The last time you interactively signed in to this account was: Tuesday, March 23, 2021
10:03:28 PM

Unsuccessful sign-in

The last unsuccessful interactive sign-in attempt on this account was: Tuesday, March
23,2021 10:04:20 PM

The number of unsuccessful interactive sign-in attempts since your last interactive sign-
in: 2.




4-10-12: Sign out of ServerDM1. On ServerDC1, in Group Policy Management
Editor, set the Display information about previous logons during user logon
policy to Not Configured. Unlink GPO1 from the domain node.

MCSA2016.local

Status Linked Group Policy Objects  Group Policy Inhertance  De

link Order  GPO Enforced
2 1 iz Default Domain Policy No
R 2 @i GPO1 No
# Display information about previous logons during user logon Group Policy Management %
E} Display information about previous logons during user logon
e Do you want to delete this link?
@ Not Configured Comment: This will not delete the GPO itself.
(O Enabled
O Disabled Cancel
Ciimmmutm R

4-10-13: Continue to the next activity.

Activity 4-11: Working with User Administrative Template Settings

User Configuration, and then configure some settings to see the effect they have on
a user's environment.

4-11-1: On ServerDC1, open GPO1 in the Group Policy Management Editor.



=/ Group Policy Management Editor
File Action View Help
Lk Aol IEREY

=/ GPO1 [SERVERDC1.MCSA2016.L|[ Name
v & Computer Configuration
. || Policies
. || Preferences
v % User Configuration
. || Policies
. || Preferences

i Computer Configuration
i User Configuration

= 4-11-2: Under User Configuration, click to expand Policies and Administrative
Templates. Browse through the folders under Administrative Templates to see the
settings and subfolders under each one. Take your time to get a good feel for the
types of settings available in each main folder.

rolder Kedirect
+ 4% User Configuration | rolaerre firection
v | Policies i Group Policy
. [] Software Settings _J Internet Communication Management
. 7] Windows Settings | Locale Services
v [7] Administrative Templates:|| — Logon
. [ Control Panel _J Mitigation Options
v ] Desktop _| Power Management
| Active Directory | Removable Storage Access
| Desktop [ Scripts
v ] Network | User Profiles
| Network Connectic| |:z] Download missing COM components Not confi
| Offline Files |Z| Century interpretation for Year 2000 Not confi
| Windows Connect || :-| Restrict these programs from being launched from Help Not confi
% Shared Folders =] Do not display the Getting Started welcome screen atlogon ~ Not confi
' 4 Start Menu and Taskba|| |- cystom User Interface Not confi
” E —l Sy_s‘tem |iz| Prevent access to the command prompt Not confi
’ —J x&l’:nsdm{vs Compoaent: |iz] Prevent access to registry editing tools Not confi
- i ettings |iz] Don't run specified Windows applications Not confi
> [ Preferences 3 Buin Anhs enacifiad Windause annl liratinne Nt ~anfi

= 4-11-3: In the left pane, click to expand the System folder, and then click to select
the System folder. In the right pane, double-click Prevent access to the
command prompt.



& Prevent access to the command prompt

Prevent access to the command prompt

Previous Setting Next Setting

@® Not Configured Comment:
O Enabled
O Disabled
Supported on: At least Windows 2000
Options:

Help:

Disable the command prompt script processing also? Yes This policy setting prevents users from running the interactive command prompt, Cmd.exe. This

policy setting also determines whether batch files (.cmd and .bat) can run on the computer.

If you enable this policy setting and the user tries to open a command window, the system displays
a message explaining that a setting prevents the action.

If you disable this policy setting or do not configure it, users can run Cmd.exe and batch files
normally.

Note: Do not prevent the computer from running batch files if the computer uses logon, logoff,
startup, or shutdown batch file scripts, or for users that use Remote Desktop Services.

4-11-4: Read the policy help information. Click Enabled, and then click OK.
Close the Group Policy Management Editor.

& Prevent access to the command prompt

>

Prevent access to the command prompt Previous Setting ‘ ’ Next Setting

O Not Configured Comment:

@ Enabled

O Disabled

Supported on: [ At |east Windows 2000

Options: Help:

Disable the command prompt script processing also? No ~ This policy setting prevents users from running the interactive command prompt, Cmd.exe. This

policy setting also determines whether batch files (.cmd and .bat) can run on the computer.

If you enable this policy setting and the user tries to open a command window, the system displays
a message explaining that a setting prevents the action.

If you disable this policy setting or do not configure it, users can run Cmd.exe and batch files
normally.

Note: Do not prevent the computer from running batch files if the computer uses logon, logoff,
startup, or shutdown batch file scripts, or for users that use Remote Desktop Services.

4-11-5: In Group Policy Management, link GP01 to TestOU1.

TestOU1

Linked Group Policy Objects ' Group Policy Inheritance  Delegation

Link Order GPO Enforced  Link Enabled GPO Status
= 1 = GPO1 No Yes Enabled



On ServerDM1, sign in as domadminl. Right-click Start and click
Command Prompt. A command prompt window opens, but you see a message
stating that the administrator has disabled it. Press any key to close the command
prompt window.

Command Prompt

Microsoft Windows [Version 106.0.14393]

(

(c) 2016 Microsoft Corporation. All rights reserved.

The command prompt has been disabled by your administrator.

Press any key to continue

On ServerDC1, unlink GP01 from TestOU1.

TestOU1
Linked Group Policy Objects ' Group Policy Inheritance  Delegation
LinkE)rder GPO Enforced
1 = GPO1 No
Group Policy Management X

Do you want to delete this link?
This will not delete the GPO itself.

Sign off ServerDM1. Continue to the next activity.

Change account settings

Lock

Sign out




Activity 4-12: Viewing Settings with Filter Options

desktop instead of the Start screen when users sign in to Windows 8 computers.
You can't remember the exact setting name, but you know it's in the User
Configuration node of a GPO. You configure a filter to narrow down the search.
(You don't actually configure the policy; you only use the filter option to find the

policy.)

4-12-1: On ServerDCI1, open GPO1 in the Group Policy Management Editor.

=[ GPO1 [SERVERDC1.MCSA2016.L
v & Computer Configuration

| Policies

| Preferences
v % User Configuration

| Policies

| Preferences

| GPO1[SERVERDC1.MCSA2016.LOCAL] Policy

Select an item to view its description.  Name

i Computer Configuration
i#® User Configuration

4-12-2: Under User Configuration, click to expand Policies, and click Windows
Settings. Notice that there's no Filter icon on the toolbar because you can't filter
settings in Windows Settings. Click Administrative Templates. You see the

Filter icon now.

File Action View Help /
|5 ]

|=] GPO1 [SERVERDC1.MCSA2016.LOCAL] P |

v & Computer Configuration
| Policies
| Preferences
v 4%, User Configuration
v [ Policies
| Software Settings
v | Windows Settings

sl Cmviimbm Il mmmm [l 8N




"

I E TR

= GPO1 [SERVERDC1.MCSA2016.LOCAL
v & Computer Configuration
"1 Policies
| Preferences
v 4% User Configuration
v [ Policies
| Software Settings
v [ ] Windows Settings
|| Scripts (Legon/Logoff)
Ty Security Settings
(L Folder Redirection
ulli Policy-based QoS
m= Deployed Printers
| Administrative Templates:

A N

= 4-12-3: Click Action, Filter Options. In the Filter Options window, click the
Enable Keyword Filters check box. You remember that the policy setting title
has the word "desktop" in it, so type desktop in the Filter for words(s) text box. If
necessary, click Any in the list box next to the Filter for words(s) text box.

Filter Options >

Select options below to enable and change or disable types of global filters that
? will be applied to the Administrative Templates nodes.

Select the type of policy settings to display.

Managed: Configured: Commented:
Yes v Any v Any v

Enable Keyword Filters

Filter for word(s): | desktop| l Any v

Within: Policy Setting Title Help Text Comment

[CJEnable Requirements Filters

= 4-12-4: Click the Policy Setting Title check box, and if necessary, click to clear
the Help Text and Comment check boxes. Click OK. You see a filter icon on the
Administrative Templates folder.



Enable Keyword Filters

Filter for word(s): I desktop I vAny v
Within: Policy Setting Title [ Help Text [ comment
[CJEnable Requirements Filters

Select the desired platform and application fileer{s):

Indude settings that match any of the selected platforms.
Select All

-~[JBITS 1.5 A
.[JBITS 2.0 Clear All
i-[JBITS 3.5

i[]BITS 4.0

i-[JInternet Explorer 10

[Jinternet Explorer 11

i~[JInternet Explorer 3

iJinternet Explorer 4 v

==

F Crgsd ™ =i J = 5 e et

3 Administrative Templates: |

-~

)

4-12-5: Under User Configuration, click to expand Administrative Templates,
and click All Settings. You see a list of policy settings with the word desktop in
the title. That's still quite a few settings to sift through.

=/ GPO1[SERVERDC1.MCSA2016.LOCAL] P Setting ~ State A
v i Cﬁompgter Configeastion |iz] Allow installation of desktop items Not configured
’ _J A |iz] Allow installation of desktop items Not configured
é} GJ Prcefer:ncest. |iz] Allow installation of desktop items Not configured
v o je;“oﬁ;elsgurﬂ on |iz] Allow installation of desktop items Not configured
> [ Software Settings |iz] Allow installation of desktop items Not configured
> [] Windows Settings |iz] Allow installation of desktop items Not configured
v [ Administrative Templates: Po |iz] Allow installation of desktop items Not configured
5> [ Control Panel |iz] Allow installation of desktop items Not configured
5> [ Desktop |iz] Allow installation of desktop items Not configured
> [ Start Menu and Taskbar |iz] Allow installation of desktop items Not configured
> [ Windows Components |iz] Always show desktop on connection Not configured
. All Settings |iz] Block launching desktop apps associated with a file. Not configured
> [ Preferences |iz| Block launching desktop apps associated with a URI scheme  Not configured
|iz| Desktop Wallpaper Not configured
|iz| Disable Active Desktop Not configured
|iz| Enable Active Desktop Not configured
|z Go to the desktop instead of Start when signing in Not configured
|iz] Hide and disable all items on the desktop Not configured
|iz] Hide Internet Explorer icon on desktop Not configured
|iz| Hide Network Locations icon on desktop Not configured
i List desktoo apos first in the Abps view Not confiaured ) g

4-12-6: Click Action, Filter Options. You remember that the word "start" was
also in the title. In the Filter for words(s) text box, type the word start next to




"desktop," making sure to leave a space between them. In the list box, click All so
that the filter shows only policy settings with both words in them. Click OK.

Enable Keyword Filters

Filter for word(s): desktop start All v

Within: Policy Setting Title [JHelp Text [ ] Comment

4-12-7: Now you see only one policy setting, and it's the one you are looking for.
Click the filter icon on the tool bar to remove the filter. You see all settings again.
Close the Group Policy Management Editor.

~

=/ GPO1[SERVERDC1.MCSA2016.LOCAL] P Setting State
v CQr:prt.er CoRsgusation || Go to the desktop instead of Start when signing in Not configured
_| Policies

| Preferences
v % User Configuration
v [ Policies
| Software Settings
~| Windows Settings
v [ Administrative Templates: Po
7 Start Menu and Taskbar
= All Settings
| Preferences

4-12-8: Continue to the next activity.

Activity 4-13: Configuring and Testing Preferences

You create a file preference, deploy a VPN connection, and configure local groups.




4-13-1: To create a file preference in which a folder with files is distributed to all

computers, first you create a share for the files to be copied in a preference. On
ServerDC1, open File Explorer.

nl ¥ < | File Explorer

Home Share View

A s > Quickaccess »

v 0
# Quick access v Frequent folders (5)
[ Desktop » Desktop Downloads
This PC This PC
4 Downloads * * = ‘ ({I
Documents b 4
X Documents Pictures
] Pictures o This PC e
System32 * = ,
& This PC System32

Local Disk (C:)\Windows

¥ Network

= 4-13-2: Create a folder named PandP on the C: volume. Share this folder and
give the Everyone group Read permission.

.

Permissions for PandP

~

Share Pemissions

GI'OUD Oor user names:

Everyone

Add... Remove
Pemissions for Everyone Allow Deny
Full Control O J
Change H O
Read O

= 4-13-3: In the PandP folder, create two text files: Name the first file Policy.txt
and the second one Procedure.txt. Close File Explorer.



> ThisPC » Local Disk (C:) » PandP v 0 Search PandP

Name Date modified Type Size
Policy /24/2021 9:29 AM  Text Document 0KB
Procedure /2472021 9:29 AM  Text Document OKB

4-13-4: Open the Group Policy Management console, if necessary. Create a GPO
named Prefs in the Group Policy Objects folder and open it in the Group Policy
Management Editor.

'= Group Policy Management Editor
File Action View Help
L Al (IEREY

=] Prefs [SERVERDC1.MCSA2016.L(
v & Computer Configuration

Select an item to view its description.  Name

> [ Policies

> [ | Preferences & Computer Configuration
v % User Configuration ##® User Configuration

> [ Policies

5 || Preferences

4-13-5: Under User Configuration, click to expand Preferences and Windows
Settings. Right-click Files, point to New, and click File.

\=[ Prefs [SERVERDC1.MCSA2016.LOCAL] Poli

v & Computer Configuration New File Properties %
> [ Policies
> [ Preferences General Common

v & User Configuration
> [ Policies &? Action: ‘Lbdate v‘

v [ ] Preferences
v [©] Windows Settings

%) Applications Source file(s): | | 2]
2 Drive Maps Destination File: | I E
Environment
-3'? B [[Jsuppress errors on individual file actions
(3¢ Folders Attributes
%] Ini Files [Jread-only
> @ Registry DHiddgn
[#] Shortcuts M archive

> (=9 Control Panel Setting




4-13-6: In the Action list box, click Create.

New File Properties X

General Common

g -+ Action: A Create v

Source file(s): I I

Destination File: | I

Suppress errors on individual file actions
Attributes

[Jread-only
[JHidden
Archive

4-13-7: In the Source file(s) text box, type \\ServerDC1\PandP\*.*. Using a
wildcard copies all files in the PandP folder. In the Destination folder text box,
type %o UserProfile%\Documents\PandP. The PandP folder is created
automatically when the policy is applied. Leave the default Archive attribute
selected (see Figure 4-35)

New File Properties X

General Common

=
g -+ Action: Create v
Source file(s): \\ServerDC1\PandP\*.* {

Destination folder: | %UserProfile%\Documents\PandP| {

Suppress errors on individual file actions
Attributes

[[Jread-only
[JHidden
Archive



4-13-8: Click the Common tab. Review the available options, and then click OK.
Note that you can change the processing order of preferences, so if you need
one preference to be processed before another, you can arrange them in the
order you want. Close the Group Policy Management Editor.

New File Properties X

General Common

Options common to all items
[ stop processing items in this extension if an error occurs
[CJRun in logged-on user's security context (user policy option)
[CJremove this item when it is no longer applied

[ Apply once and do not reapply
[J1temevel targeting Targeting...

Description

_ij Prefs [SERVERDC1.MCSA2016.LOC
v & Computer Configuration
> ] Policies
> ] Preferences Or.. Action
v & User Configuration Processing ¢ )
5 [ Policies @Pandp 1 Create \\ServerDC1\PandP\*.*  %UserProfile%:\Documents\PandP
v [ Preferences
v [ Windows Settings
i) Applications
&2 Drive Maps
Environment

43 Files

Name Source Target

>

4-13-9: In the Group Policy Management console, link the Prefs GPO to the
domain object.

2 Group Policy Management MCSA2016.local
v A\ Forest: MCSA2016.local e Linked Groun Policy Obi , : -
v [ Domains Select GPO X

v 3 MCSA2016.local

iz Default Domain Poli{ | ook in this domain:

> 2] Domain Controllers
v 5] TestOUT CERRVE TR N
v [ 5 Group Policy Object
\=] Default Domain

Group Policy objects:

~

= Default Domain Name
=/ FolderRedir Default Domain Controllers Policy
1=/ GPO1 Default Domain Policy
5] Prefs FolderRedir
(=] PrintConfigGPO GPO1
& Septs
(=] TestGPO PrintConfigGPO

> [ WMIFilters Scripts

> :B Starter GPOs TestGPO

> L@ Sites
% Group Policy Modeling

(% Group Policy Results




4-13-10: Sign in to ServerDM1 as domadminl. Open File Explorer, and in the left
pane, click Documents under This PC. Double-click the PandP folder, and you
should see the two files you created. Sign out of ServerDM1.

Ei ServerDM1

7 | PandP - O
ne Share View
™ « Docume... > PandP v O Search PandP
Name Date modified Type Size
cess -
2 =] Policy 3/24/2021 1229 PM  Text Docu... 0KB
P L] Procedure 3/24/202112:29PM  Text Docu... 0KB

car A

4-13-11: Next, you'll create a Control Panel preference in which you deploy a
VPN connection. On ServerDC1, open the Prefs GPO in the Group Policy
Management Editor. Under Computer Configuration, click to expand Preferences
and Control Panel Settings. Right-click Network Options, point to New, and click
VPN Connection.

5/ GPO1 [SERVERDC1.MCSA2016.L0CAL] [ = Gp 01 [SERVERDCT.MCSA2016.LOCAL] Polic

v A& Computer Configuration _ o o
Select an item to view its description.  Name

. | Policies
v || Preferences i Comg
» [ Windows Settings i User ¢

v (=7] Control Panel Settings
Data Sources
L% Devices
& Folder Options
g Local Users and Groups
(@ Network Optior

% Power Options New > VPN Connection
Sé Printers All Tasks > Dial-Up Connection
Scheduled Task -
% Services ?py
v % User Configuration Print
| Policies Refresh

. [ Preferences
- Help

4-13-12: In the Action drop-down list, leave the default setting Update. Click the
All users connection option button so that all users logging on to target



computers have access to the connection. In the Connection name text box, type
WorkVPN . In the IP Address text box, type 192.168.0.1 (see Figure 4-36).

New VPN Properties

VPN Connection Options Security Networking Common

\@1 ion: <
T Action: Update |

O User connection
(® All users connection

Connection name: IWorkVPN |

IP Address: | 192 . 168 . 0 i 1 l

[CJuse DNS name [Juse 1pve
First connect

Dial another connection first:

I |

= 4-13-13: Click the Options tab and review the available settings. Click the
Security tab, which is where you set authentication options. Leave the settings at

their defaults.

New VPN Properties

VPN Connection Options Security Networking Common

Dialing options
[Jpisplay progress while connecting
[CJrrompt for name and password, certificate, etc.
[Jindude Windows logon domain

Redialing options
Redial attempts: 0 =
Time between redial attempts: 1 second v
Idle time before hanging up: never v

[Jredial if line is dropped



New VPN Properties

VPN Connection Options Security Networking Common

(® Typical (recommended settings)
Require secured password
[Jrequire data encryption (disconnect if none)

(O Advanced (custom settings)
Data encryption:  |Required

Logon security

Use Extensible Authentication Protocol (EAP)

Use these other protocols:
Unencrypted password (PAP)
Shiva Password Authentication Protocol (SPAP)
Challenge Handshake Authentication Protocol (CHAP)
Microsoft CHAP (MS-CHAP)

Older MS-CHAP version for Windows 95 servers

Microsoft CHAP Version 2 (MS-CHAP v2)

[Juse windows logon name and password (and domain if any)

4-13-14: Click the Networking tab where you can choose the VPN tunnel type.
Leave the default setting Automatic.

N/

New VPN Properties

VPN Connection Options Security Networking  Common

Type of VPN:

Automatic v|

4-13-15: Click the Common tab and click Remove this item when it is no longer
applied. In the warning message stating that the preference will be set to Replace
mode, click OK. Click OK again.

New VPN Properties

VPN Connection Options Security Networking Common

Options common to all items
E] Stop processing items in this extension if an error occurs.
Run in logged-on user's security context (user policy option).
Remove this item when it is no longer applied.

Apply

Preferences - Mode Change Warnin X
[J1tem ) )

Description | This will cause a change to 'Replace’ mode. L

OK I Cancel




4-13-16: Link the Prefs GPO to the TestOU1 OU. Sign in to ServerDM1 as
domadminl . Because it's a Computer Configuration policy, you have to restart
the computer or run gpupdate for it to be applied. Open a command prompt
window, and then type gpupdate and press Enter.

TestOU1
Linked Group Policy Objects Group Policy Inheritance  Delegation
Link/(\.?!rder GPO Enforced Link Enabled GPO Status
1 i) Prefs No Yes Enabled

4-13-17: Right-click Start and click Network Connections. You see the WorkVPN
connection.

Ei ServerDM1

& Network Connections - O >
N E-' > Network Connecti... v O Search Network Connect... £
Organize v B« [H ‘
~ | EthernetD | | Ethernetl
&,!! MCSA2016.local &,f!‘ Unidentified network
@2 Intel(R) 82574L Gigabit Network C... @2 Intel(R) 82574L Gigabit Network C...

l: s WorkVPN

= Disconnected
@2 WAN Miniport (IKEv2)

4-13-18: Because you selected the Remove this item when it is no longer applied
option, you should test that functionality. On ServerDCI1, unlink Prefs from the
domain. On ServerDM1, run gpupdate again.



TestOU1

MCSA2016.local
Linked Group Policy Objects Group Policy Inheritance  Delega Status  Linked Group Policy Objects  Group Policy Inhertance
A Link Orde GPO Enforce:
Link Order GPO Enforc . ' , )
) = 1 ;) Default Domain Policy No
1 mh Prefs No 2 i/ Prefs No
Group Policy Management X Group Policy Management X
DO yOU want to delete thlS llnk? Q Do you want to delete this link?
This will not delete the GPO itself.

This will not delete the GPO itself.

Cancel
C:\Users\domadminl>gpupdate
Updating policy

Computer

Policy update has completed su
User Policy update has completed succe

Look in the Network Connections window to verify that the VPN
connection has been removed. Sign out of ServerDMI1.

¢ O B8 & <

Ei ServerDM1 (m)
-§-’ Network Connections — O prd
A & > Network Connecti... v Search Network Connect... 0@
Organize v - @ O
L:‘.,A_' [E-:t]ir:ftol".lcuzal L:," . Eﬁ:‘:{i:iﬁ:lﬁd network
Intel(R) 82574L Gigabit Network C... @~ Intel(R) 82574L Gigabit Network C...

Next, you'll create a preference that configures local groups on member
computers. On ServerDC1, open Active Directory Users and Computers. Click the

Users folder, and then create a global security group named Local_Admins in this
folder. Add domuser1 to this group.



Local_Admins Properties ? X

General Members Member Of Managed By

Members:
Name Active Directory Domain Services Folder
sidomuseﬂ MCSA2016 local/Users

4-13-21: Open the Group Policy Management console, and open the Prefs GPO
in the Group Policy Management Editor. Delete the Network Options preference
under the Computer Configuration\Control Panel Settings.

(=] Prefs [SERVERDC1.MCSA2016.LOCAL] Policy
v & Computer Configuration @ Netwo rk Options
5> 7] Policies =
v [ Preferences
> [] Windows Settings
v (=) Control Panel Settings
@ Data Sources
_g Devices
Cﬁ Folder Options
Local Users and Groups
Network Options
Rﬁ% Power Options

Name Order

Action Adc

Processing A
There are no items to show in this view.

4-13-22: Next, right-click Local Users and Groups, point to New, and click Local
Group.



New Local Group Properties >

Local Group  Common

g Action: | Update v

Group name: I v |
Rename to: I l
Description: I |
[Jpelete all member users
[Jpelete all member groups
Members:
Name Action SID

Add... k Remove Change...

4-13-23: Make sure Update is the selected action. Click the Group name list
arrow, and click Administrators (built-in) in the list.

New Local Group Properties >

Local Group  Common

g Action: | Update v|

Group name: | v| [
Rename to: | |
Description: | |

4-13-24: Click the Add button, and then click the browse button next to the
Name text box. In the Select User, Computer, or Group dialog box, type
Local_Admins, click Check Names, and then click OK. Make sure the action is

Add to this group, and then click OK twice. Close Group Policy Management
Editor.



Local Group  Common

g Action: Update v

Group name: Administrators (built-in) v
Local Group Member X
Member
Name: |MCSA2016\Local_Admins } I_]
Action: | Add to this group v
OK Cancel

Link the Prefs GPO to the TestOU1 OU.

TestOU1
Linked Group Policy Objects ~ Group Policy Inheritance  Delegation
Link E)rder GPO Enforced Link Enabled GPO Status
1 i Prefs No Yes Enabled

Sign in to the domain from ServerDM1 as domadminl. Open a
command prompt window, type gpupdate, and press Enter. Close the command
prompt window.

C:\Users\domadminl>gpupdate
Updating policy...

Computer Policy update has completed successfully.
User Policy update has completed successfully.

C:\Users\domadminl>_g

Right-click Start and click Computer Management. Click to expand
Local Users and Groups, click Groups, and then double-click Administrators to
open the Properties dialog box. You should see Local_Admins in the Members



text box. Click OK. Now any domain user you add to the Local_Admins group has

local administrator access to all computers in the scope of the Prefs GPO. Sign
out of ServerDM1.

Administrators Properties ? X

General

@,‘ Administrators

Description:

Members:

& Administrator

& adminuser1

$2 MCSA2016\Domain Admins
H2 MCSA2016\Local_Admins

= 4-13-28: On ServerDC1, unlink the Prefs GPO from the TestOU1 OU. Continue to
the next activity.

TestOU1
Linked Group Policy Objects Group Policy Inheritance  Delegati
link Order  GPO Enforce
1 &) Prefs No
Group Policy Management X

Do you want to delete this link?
This will not delete the GPO itself.

(014 Cancel

Activity 4-14: Configuring item-level Targeting



preference so that you can still have the policy linked to the domain, and other
preferences affect all users.

4-14-1: On ServerDCI1, open the Prefs GPO in the Group Policy Management
Editor. Under User Configuration, expand Preferences and Windows Settings,
and then click Files.

=] Prefs [SERVERDC1.MCSA2016.LOCAL] F
v i Computer Configuration
> [ Policies
> [ Preferences
v & User Configuration
> ] Policies
v || Preferences
v [°] Windows Settings
i) Applications
52 Drive Maps
Environment
3 Files
(¢ Folders
Ini Files
> @ Registry

-

& Files

Order Action
5\’5 PandP 1 Create \\ServerDC1\H

Source

Processing A

- S ~

4-14-2: Double-click the PandP file preference in the right pane. In the Properties
dialog box, click the Common tab.

PandP Properties X

General Common

Options common to all items
[J stop processing items in this extension if an error occurs
[Jrun in logged-on user's security context (user policy option)
[CJremove this item when it is no longer applied
[J apply once and do not reapply
[J1temevel targeting Targeting...

Description




= 4-14-3: Click the Item-level targeting check box, and then click the Targeting

button.
Y Targeting Editor O X
New ltem ~ | Add Collection | Item Options ~ - | % B3 @ v X Delete |@) Help
Select the "New Item" button to create a new targeting item

Organizational Unit.

=

File Action View Help
|25 4

£l Group Policy M

anagement

=/ Prefs [SERVE]
v % Comput
» ] Polic
, || Prefe
v 4% User Con|
» [ Polic
v [ ] Prefe

v d

O B[ B B Y @ =

37

W Targeting

New Item ~

Battery Present
Computer Name
CPU Speed

Date Match

Disk Space

Domain
Environment Variable
File Match

IP Address Range
Language

LDAP Query

MAC Address Range
MSI Query

Network Connection
Operating System

4-14-4: In the Targeting Editor window, click New Item, and then click

2 __,'>‘ Delete‘

utton to create a new targeting item

Organizational Unit

Wby EboRUBRIEREES

PCMCIA Present
Portable Computer

Processing Mode

4-14-5: In the Organizational Unit text box, click the browse button, click

TestOU1, and then click OK. Click OK twice to get back to the Group Policy
Management Editor. This will limit the preference to only users in the TestOU 1
organization unit, which in this case is only domadmin].



L Find Custom Search - O X

in: | ] Entire Directory V‘ ’ Browse...
Custom Search  Advanced
Field Condition: Yalue:
I - Stop
Clear All
Condition List: Add Remove
<Add criteria from above to this list> %’}1
< > oK |
Search results:
Name Type Description
58] TestOU1 Organizational Unit
2] Domain Control... Organizational Unit Default container for domain contt

» 4-14-6: Close Group Policy Management Editor. Link the Prefs GPO to the
domain.

= Group Policy Management || MCSA2016.local
v A\ Forest: MCSA2016.local

v [£4 Domains
v 3 MCSA2016.local
@/ Default Domain Policy

Select GPO *

Look in this domain:

> (2] Domain Controllers MCSA2016.local o
v [E] TestoUT oo Pl abrects
> [} Group Policy Objects TR IC e
> ;_-, WMI Filters Name ~
> L3 Starter GPOs ) ]
—— Default Domain Controllers Policy
> @ Sites

Default Domain Policy
FolderRedir

GPO1
PrintConfigGPO
Scripts

TestGPO

#¢ Group Policy Modeling
[% Group Policy Results

| ok | | cancl

= 4-14-7: Sign in to ServerDM1 as domadminl. Open File Explorer, click
Documents in the left pane, and delete the PandP folder. Sign out of ServerDM1.



Ei ServerDM1

5 | Documents -

Home Share View
v P E] > ThisPC » Documents v O Search Documents
~
Name Date modified
ck access
PandP EPEPPEVEPIPEREY

sktop o Open
>wnloar # Open in new window
ycumer Pin to Quick access
ctures o Ea Scan with Windows Defender...
PC Share with >

Restore previous versions

oSk Include in library >

Pin to Start

Send to >

Cut
Copy

< Create shortcut

Delete

Rename l

4-14-8: Sign in again to ServerDM1 as domadmin1 and verify that the PandP
folder and the two files were created again.

1 item selected

Ei ServerDM1

5 | Documents - O X
ome Share View
™ @ > This.. » Documents > v O Search Documents P
~
Name Date modified Typ
access
PandP 3/24/2021 3:06 PM File
top
Aoar

4-14-9: Sign out of ServerDM1, and sign in as domuser1, (This user account is in
the Users folder in Active Directory.) Open File Explorer, and in the left pane,
click Documents under This PC. You don't see the PandP folder because item-

level targeting limited this preference to user accounts in TestOU1. Sign out of
ServerDM1.



ERER RN EE £ Ei ServerDM1

Documents
Share View
> ThisPC » Documents v O Search Docume
~
Name Date modified Type

s

P This folder is empty.
s »
s *

»

= 4-14-10: On ServerDC1, unlink the Prefs GPO from the domain.

MCSA2016.local
Status Linked Group Policy Objects Group Policy Inheritance  De
lnk Order  GPO Enforced
2 1 z/ Defautt Domain Policy No
2 i Prefs N
PN Eg -
Group Policy Management X

Do you want to delete this link?
This will not delete the GPO itself.




