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§ 2-7-6: Click the Account tab. Scroll down in the Account options list box and 
click to select the Account is disabled check box on the far left (see Figure 2-18). 
Click Apply. 

  

 

§ 2-7-7: Click the Address and Profile tabs to review which attributes you can 
change. Click the Organization tab. Click the Job Title check box, type 
Marketing Associate in the text box, and then click OK. 

 



 

 

§ 2-7-8: Open the Properties dialog box for each Marketing Person account to verify 
that the changes were made for all. When you're finished with each one, click OK. 

  

 



 

§ 2-7-9: Continue to the next activity. 

 
 

 

Description: In this activity, you work with groups and see how nesting groups 
and converting group scope work.  

 

 

§ 2-8-1: On ServerDC1, open Active Directory Users and Computers. 

 

 

§ 2-8-2: Create a new OU named TestOU1. Click Test0U1 and create the following 
security groups with the indicated scope: Group1-G (global), Group2-G (global), 
Group1-DL (domain local), Group2-DL (domain local), Group1-U (universal), 
and Group2-U (universal). 

Activity 2-8: Creating Groups with Different Scopes 



    

 



  

 

 

§ 2-8-3: In the right pane of Active Directory Users and Computers, double-click 
Group1-G to open its Properties dialog box. In the Group scope section, notice 
that the Domain local option is disabled because converting from global to domain 
local isn't allowed. 

 



 

§ 2-8-4: Click the Members tab, and then click Add. Type Group2-G, click Check 
Names, and then click OK. 

 

 

§ 2-8-5: Click Add. Type Group1-DL and click Check Names. The Name Not 
Found message box is displayed because domain local groups can't be members of 
global groups. Click Cancel. 

 

 



§ 2-8-6: Click Advanced, and then click Find Now. Active Directory displays only 
valid objects that can be made a group member, so no domain local or universal 
groups are listed. Click Cancel twice, and then click OK. 

 

§ 2-8-7: Double-click Group2-G to open its Properties dialog box. In the Group 
scope section, click the Universal option button, and then click OK. You should 
get an error message stating that a global group can't have a universal group as a 
member. Because Group2-G is a member of Group1-G, attempting to convert it to 
universal violates that rule. Click OK, and then click Cancel.  

 



 

§ 2-8-8: Double-click Group1-DL to open its Properties dialog box. In the Group 
scope section, the Global option is disabled because you can't convert a domain 
local group to a global group. 

 

§ 2-8-9: Click the Members tab and add Group1-G as a member. Adding a global 
group as a member of a domain local group is in line with the AGDLP best 
practice. Click OK twice. 

 

 

§ 2-8-10: Double-click Group1-U to open its Properties dialog box. Add Group2-
U as a member, and then click OK twice. Double-click Group2-U to open its 



Properties dialog box. In the Group scope section, click Domain local, and then 
click OK. You get an error message, which reinforces the rule that universal 
groups can be converted to domain local groups only if they're not already a 
member of another universal group. Click OK, and then click Cancel. 

 

 

 

§ 2-8-11: Double-click Group1-U to open its Properties dialog box. Try to add 
Group1-DL as a member. Nesting domain local groups in universal groups isn't 
permitted. Add Group1-G as a member. Success! Global groups can be members 
of universal groups. Close all open dialog boxes. 

 

  

 

§ 2-8-12: Leave Active Directory Users and Computers open for the next activity. 



 

 

 

 

 
 

 
 

Description: In this activity, you examine the properties of default groups to see 
their scope and default membership.  

 

 

§ 2-9-1: On ServerDC1, open Active Directory Users and Computers, if necessary. 

Activity 2-9: Working with Default Groups 



 

 

§ 2-9-2: Click the Builtin folder. Double-click the Administrators group to open 
its Properties dialog box. The options in the Group scope and Group type sections 
are disabled because you can't change the scope or type of groups in the Builtin 
folder. Notice that the selected scope is Builtin local. These groups are considered 
domain local, but there are some differences between Builtin local and other 
domain local groups, as you'll see. 

 

 

§ 2-9-3: Click the Members tab to see this group's members, and then click Cancel. 



 

 

§ 2-9-4: Next, view the membership of the Guests and Users groups. Notice that 
the Users group has two special identities as members: Authenticated Users and 
Interactive. In addition, Domain Users is a member. Close both Properties dialog 
boxes. 

  

 

§ 2-9-5: Click the Users folder. Double-click Domain Admins to open its 
Properties dialog box. Notice that you can't change this group's scope or type. 
Click the Members tab to view the group membership, and then click Cancel. 



  

 

 

§ 2-9-6: Next, view the membership of the Domain Users group. Notice that all the 
users you have created became members of this group automatically. Close this 
properties dialog box. 

 

 

§ 2-9-7: View the membership of the Domain Computers group. Currently, 
ServerDM1 and ServerDM2 are both members. When a computer is joined to the 
domain, the computer account is added to this group. 



 

§ 2-9-8: To see the groups your currently logged-on account is a member of, open a 
command prompt window. Type whoami /groups and press Enter. You see a 
long list of groups the domain administrator is a member of, including several 
special identity groups, such as Everyone, Interactive, Authenticated Users, and 
Local. In the output, these groups are identified as well-known groups. Close the 
command prompt window. 

 

 

§ 2-9-9: Continue to the next activity. 

 

 

 

 

 

Activity 2-10: Joining a Computer to the Domain 



 
 

 
 

Description: In this activity, you join the ServerSA1 computer to the domain using 
the GUI. Then, you remove the computer from the domain and join it again using 
PowerShell. Finally, you remove the computer from the domain again.  

 

§ 2-10-1: Ensure that ServerDC1 is running. Sign in to ServerSA1. ServerSA1's 
DNS configuration must point to ServerDC1. Verify that ServerSA1's DNS server 
is 192.168.0.1 and if it isn't, change it. 

 

 

§ 2-10-2: On ServerSA1, right-click Start and click System. In the System control 
panel, click Change settings next to Computer name. The System Properties 
dialog box opens. In the Computer Name tab, click Change. 



 

 

§ 2-10-3: Click the Domain option button, type MCSA2016.local, and then click 
OK. You're prompted for credentials. 

 

§ 2-10-4: Type jtech1 (you created jtech1 earlier, in Activity 2-2) in the User name 
text box and Password01 in the Password text box. Click OK. You see a message 
welcoming you to the domain. Click OK. In the message stating that you need to 
restart the computer to apply the changes, click OK and then click Close. 



  

§ 2-10-5: When prompted to restart your computer, click Restart Now. While 
ServerSA1 is restarting, sign in to ServerDC1, and open Active Directory Users 
and Computers. 

  

 

§ 2-10-6: Click the Computers folder, and you see a computer object named 
ServerSA1. It was created automatically when you joined ServerSA1 to the 
domain. (If you don't see the object, click the Refresh icon in Active Directory 
Users and Computers.) 

 



 

§ 2-10-7: When ServerSA1 restarts, click Other user on the sign in screen and sign 
in to the domain as mcsa2016\administrator. (Note: When you sign in to the 
domain as administrator from a member server, you must preface the user name 
with the domain name as in mcsa2016\administrator; to sign in to the domain as 
any other user, you do not need to enter the domain name.) 

 

 

§ 2-10-8: On ServerSA1 in Server Manager, click Local Computer. Under 
Computer name, it now says Domain instead of Workgroup. 

 



§ 2-10-9: Open a PowerShell window. Type systeminfo and press Enter, 
Information about the computer is displayed, including the domain membership 
and which DC logged you on (see Figure 2-23). Type Get-ADDomain and press 
Enter to list information about the domain the computer is a member of. 

 

 



 

§ 2-10-10: Next, you'll remove the computer from the domain. Type Remove-
Computer and press Enter. Press Enter to confirm. Note that the changes take 
effect only after you restart the computer. Type Restart-Computer and press 
Enter. 

 

 

§ 2-10-11: When ServerSA1 restarts, sign in as the local administrator. Open a 
PowerShell window and type systeminfo and press Enter. Notice that the Logon 
Server is now \\SERVERSA1. 

 



 

 

§ 2-10-12: On ServerDC1, in ADUC, click the Computers folder. Click the 
Refresh icon and you should see that the ServerSA1 computer account has a 
down arrow, which means that it's disabled. Right-click ServerSA1, click Delete, 
and then click Yes to confirm. Click Yes again. 

  



 

 

 

 

§ 2-10-13: Right-click in the Computers OU, point to New, and click Computer. 
In the New Object - Computer dialog box, type ServerSA1 in the Computer name 
box. Notice that the default setting in User or group is Domain Admins, which 
means that only members of that group can join the computer to the domain. Click 
OK. 

 

 

§ 2-10-14: On ServerSA1, in the PowerShell window, type Add-Computer 
MCSA2016.local -Restart and press Enter. When prompted for credentials, type 
jtech1 and Password01 and click OK. You see a message stating that the 
computer failed to join the domain because access was denied. That's because 



when you created the computer account, you specified that only Domain Admins 
had the right to join the computer to the domain and jtech1 is not a member of 
Domain Admins. 

 

 

§ 2-10-15: Type Add-Computer MCSA2016.local -Restart and press Enter. 
When prompted for credentials, type administrator and Password01 and click 
OK. The computer restarts. 



 

 

 

§ 2-10-16: When ServerSA1 restarts, click Other user and sign in as 
mcsa2016\administrator. 



 

 

§ 2-10-17: Open a PowerShell window, type Remove-Computer and press Enter. 
Press Enter to confirm. Type Stop-Computer and press Enter to shut down 
ServerSA1. 

  

 

 

§ 2-10-18: Leave ServerDC1 running for the next activity. 



 
 

 

 

 
 

 
 

Description: In this activity, you create a batch file for the dsadd command. First 
you create a new group in the Administration OU, and then you create the batch 
file to allow you to easily create users and add them to the group. 

 
 

§ 2-11-1: If necessary, sign in to ServerDC1 as Administrator, and open a command 
prompt window. 

Activity 2-11: Creating a Batch File for the dsadd Command 



 

§ 2-11-2: To create a security group called AdvertG with global scope, type dsadd 
group "CN=AdminG,OU=Administration,DC=MCSA2016,DC=Local" and 
press Enter. If you typed it correctly, you'll see a message starting with "dsadd 
succeeded." You don't need to specify the scope because global is the default. 

 

§ 2-11-3: Open Notepad by typing notepad and pressing Enter. 

 

§ 2-11-4: In Notepad, type the following on one line: dsadd user 
"CN=%1,OU=Advertising,OU=Marketing,DC=MCSA2016,DC=local" -fn 
%2 -ln %3 -upn %1@MCSA2016.local -pwd Password01 -memberof 
"CN=AdminG, OU=Administration, DC=MCSA2016, DC=local" -
mustchpwd yes -disabled yes. 



 

§ 2-11-5: Save the file as "C:\uadd.bat". Because Notepad adds the .txt extension 
automatically, enclose the filename in quotation marks to preserve the .bat 
extension. Exit Notepad. 

 

§ 2-11-6: At the command prompt, type C:\uadd AdminUser1 Administration 
User1 and press Enter. The last line of the command output should start with 
"dsadd succeeded." If dsadd failed, check the syntax in the uadd.bat file. Make 
sure there's a space between the option name and the option value; for example, 
make sure there's a space between -fn and %2 

  

§ 2-11-7: Refresh the view in Active Directory Users and Computers by clicking 
Action, Refresh from the menu or clicking the Refresh toolbar icon. The user 



you just created should appear in the Administration OU and be a member of the 
AdminG group. 

 

 

• I have noticed there is a discrepancy in the command offered by the book. As 
we can see, the new created user AdminUser1 shows up in the OU 
Advertising (nested inside the OU Marketing) instead of Administration 
(the writer has also missed instructing to create the OU Advertising, without 
creating it, the command does not execute). 

• To solve this issue, I have modified the script in the batch file “uadd.bat” as 
follow: 



dsadd user "CN=%1,OU=Administration,DC=MCSA2016,DC=local" -fn 
%2 -ln %3 -upn %1@MCSA2016.local -pwd Password01 -memberof 
"CN=AdminG,OU=Administration, DC=MCSA2016, DC=local" -
mustchpwd yes -disabled yes 

• This way, when we type “C:\uadd AdminUser1 Administration User1”, the 
variables %1, %2, and %3 will respectively be replaced by AdminUser1, 
Administration, and User1. AdminUser1 will be created and added to the 
Administration OU with Administration as a first name and User1 as a last 
name. AdminUser1 will also be placed in the AdminG group that is in the 
Administration OU. 

  

 

 



§ 2-11-8: Create two more users named AdminUser2 and AdminUser3 using the 
batch file (with first names and last names in the format shown in Step 6). Leave 
Active Directory Users and Computers and the command prompt window open 
and continue to the next activity. 

 

 
 

 

 

 
 

 
 

Description: In this activity, you use dsquery and dsmod to assign group 
memberships. Then, you use PowerShell to find disabled users and use a pipe to 
enable those users. 

Activity 2-12: Using Pipes 



 

 

§ 2-12-1: First, you'll create a new group in the Marketing OU. On ServerDC1, at 
the command prompt, type dsadd group "CN=SalesG, OU=Marketing, 
DC=MCSA2016, DC=local" and press Enter. 

 

 

§ 2-12-2: Type dsquery user "OU=Marketing,DC=MCSA2016,DC=local" and 
press Enter. The output should be a list of all users, shown in DN format, in the 
Marketing OU. This data is what's piped to the dsmod command in the next step. 
(Note: If there were OUs nested under the Marketing OU, users in those OUs 
would also be listed.)  

 



§ 2-12-3: Type dsquery user "OU=Marketing,DC=MCSA2016,DC=local" | 
dsmod group "CN=SalesG,OU=Marketing ,DC=MCSA2016,DC=local" -
addmbr and press Enter.  

 

§ 2-12-4: If you get a message indicating that dsmod was successful, open Active 
Directory Users and Computers, if necessary. If you get an error, check the syntax 
and spelling, and make sure there are no spaces between DN components. 

 

§ 2-12-5: In Active Directory Users and Computers, double-click the SalesG group 
in the Marketing OU. (You might need to refresh the view before you can see this 
group.) Click the Members tab. You should see all the users the dsquery 



command displayed in Step 3. Close the Properties dialog box. 

 
§ 2-12-6: At some point, the passwords of some users you have created will expire. 

To set their passwords to never expire, type dsquery user | dsmod user -
pwdneverexpires yes and press Enter. 

 

§ 2-12-7: Next, you'll use PowerShell to work with users. Close the command 
prompt and open a PowerShell window. 



 

 

§ 2-12-8: Find all accounts that are disabled. Type Search-ADAccount -
AccountDisabled and press Enter. You see a number of accounts in the list, 
including the Guest account and some other accounts you probably don't want to 
enable. 

 

§ 2-12-9: To narrow the search to just those users in the Administration OU, type 
Search-ADAccount Account- Disabled -SearchBase 
"OU=Administration,DC=MCSA2016,DC=local" and press Enter. You see 
the list of users you created in the previous activity.  



 

§ 2-12-10: To enable the disabled accounts, press the up arrow to repeat the 
previous command and at the 'end of the command, type | Set-ADUser -Enabled 
$true and press Enter. Press the up arrow twice to repeat the command from Step 
9 and press Enter. You should not see any output since none of the accounts is 
disabled now.  

 

§ 2-12-11: Continue to the next activity.  

 

 

 
 



 

 

 
 

Description: In this activity, you use the csvde command to bulk create users. You 
will manually add users to the input file, but in practice, you would export users 
from a database program to create the file. 

 

§ 2-13-1: Start Notepad and type the following, pressing Enter after each line:  

dn,SamAccountName,userPrincipalName,objectClass 
 

"cn=CSV User1,ou=TestOU1,dc=MCSA2016,dc=local",CSVUser1, 
CSVUser1@MCSA2016.local,user 

"cn=CSV User2,ou=TestOU1,dc=MCSA2016,dc=local ",CSVUser2, 
CSVUser2@MCSA2016.local,user  

 

§ 2-13-2: Click File, Save As from the menu. In the File name text box, type 
"C:\csvusers.csv", and then click Save. Exit Notepad.  

Activity 2-13: Using a csvde to Create Users 



 

§ 2-13-3: Open a command prompt window. Type cd \ and press Enter to move to 
the root of the C drive where you saved the file. Type csvde -i -f csvusers.csv and 
press Enter. You should see a message stating that two entries were modified 
successfully, and the command was successful.  

 

§ 2-13-4: Close the command prompt window, and open Active Directory Users and 
Computers. Click the TestOU1 OU and verify that the users were created. You'll 
see that the accounts are disabled.  



 

§ 2-13-5: Continue to the next activity. 

 

 

 

 

 
 

 
 

Description: In this activity, you use the ldifde command to bulk create users. You 
will manually add users to the input file, but in practice, you would export users 
from a database program to create the file. 

 

§ 2-14-1: Start Notepad and type the following, pressing Enter after each line:  

dn: cn=LDF User1,ou=TestOU1,dc=MCSA2016,dc=local  

changetype: add  

ObjectClass: user  

Activity 2-14: Using ldfide to Create Users 



SamAccountName: LDFUser1  

UserPrincipalName: LDFUser1@MCSA2016.local  

 

§ 2-14-2: Click File, Save As from the menu. In the File name text box, type 
"C:\ldfusers.ldf", and then click Save. Exit Notepad. 
 

 
 

§ 2-14-3: Open a command prompt window. Type cd \ and press Enter. Type 
ldifde -i -f ldfusers.ldf and press Enter. You should see a message stating that the 
command was successful.  
 

 



 
§ 2-14-4: Close the command prompt window, and open Active Directory Users 

and Computers, if necessary. Click the TestOU1 OU and verify that LDFUser1 
was created. If necessary, refresh the view so that you can see this user. 
 

 
 

§ 2-14-5: Sign out or shut down ServerDC1.  
 

 

 


